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[57] ABSTRACT 

A purging station selected for removal of no-owner 
frames in a token ring network, and a corresponding 
method for its operation. The purging station initiates a 
purge cycle only if the network is not "idle" and, op- 
tionally, only if the network is not "near fully loaded," 
these terms being defined in relation to a token cycle. 
Therefore, no unnecessary purge marker frames are 
transmitted onto the network when it is idle or near 
fully loaded. Once purging is initiated, the purging 
station transmits at least one purge marker frame onto 
the ring network, and strips data received from the ring 
until a purge termination flag is set, upon detection of a 
received purge marker frame, a received token, or de- 
tection of a ring re-initialization procedure. 

26 Claims, 4 Draping Sheets 



50 



HAS THE PURGING STATION 
RECEIVED * TOKEN? 



* CONCURRENT 
ACTIVITirS 



IE 



51 MS IN PURGING OPERATN.? 
(SEE Fl0.4> 



* NOTE: RETURN TO STEP » 
OK SI IT EMC OF RURQt 
CYCLE IS NOT WU1C UNTIL. 
CONCURRENT TRANSMITTER 
ACTIVITIES ARE COMPLETE 
(STEP 701. 



57 



RCCEIVER 
ACTIVITIES - 



has The 

PURGING 
ST*. REC'O 



HAS THE PURG NG STATION 
RECEIVED A FRAME INDICATING 
A RING RE-INITIALIZATION? 



59 'mas the puncng station 

RECEIVED ONE Of ITS OW 
PURGE MARKER FRAMES? 



.53, 



STRIP FRAMES 
S INFORMATION 
FROM THE RING 



54 



HAS PURGE 
OPERATION 
E*XD? 



•55 



JENO PURSE OPERATION] 



■ 60 



1 

62 



PURGE 0PN. 
ENDED OUI 
TO TOKEN? 



TO TOKEN? 



GO TO 
STEP SO 



56 



CO TO 
STEP Si 



PLACE OATA FRAMES 
(IF ANT) ON THE RING. 
DISCARD AMY TOKENS 
OR ANT PURGE MARKER 
FRAMO RECEIVED 






PLACE PURGE MARKER 
FRAMES ON THE RINC. 
DISCARD ANY 
' TOKENS RECEIVED 







70 



°4 



place to*cnI 
on the ringj 



07/22/2004, EAST Version: 1.4.1 



U.S. Patent 



Oct. 26, 1993 



Sheet 1 of 4 



5,257,264 




LU 



— cr 
, < 



LL 



07/22/2004, EAST Version: 1.4.1 



U.S. Patent 



Oct. 26, 1993 



Sheet 2 of 4 



5,257,264 



CD 



4 

<3- 



STATUS 
FLAGS 


END OF 
U— FRAME J 

1 SEQUENCE ' 

46 


O -1 
Z Ui 
UJ o 


[ FRAME 
\ CHECK 
1 SEO 





GO 

9* 



< 



< 



z 5 



o 
tr 
=> 
o 
to 



to 
to 

UJ 

cr 
o 
o 
< 



i z w 

h- ° UJ 

to p tr 

w S Q 

O 2 O 



uj o 

< t 

u. O 
u 



l_ Ui ' 
w << — , UJ 



00 



cr 



a. 



%. 2 3 



to 



o 

UJ 

to 



07/22/2004, EAST Version: 1.4.1 



U.S. Patent 



Oct. 26, 1993 



Sheet 3 of 4 



5,257,264 




PLACE OAtA FRAMES 
(IF ANY) ON THE RING. 
DISCARD ANY TOKENS 
OR ANY PURGE MARKER 
FRAMES RECEIVED 




CE PURGE MARKER 
IES ON THE RING. 
DISCARO ANY 
KENS RECEIVED 










» 


TOKEN 
E RING 








PLACE 
ON THI 


IG. 3 




n 




K 


u. 



CD' 



CO 


Z 


o 


ui 


ATIO 


z 


AM 


E 


cr 




UJ 


u. 




z 


a 


S 


K 


STRI 


z 

to 


FROM 



o 
z 



m 
in 

_Z 



Ld 


z 




•3. 


o 


<v 


R 




O 

iii 


CO 


CE 
UJ 


END! 


< 


0. 


X 


o 





in 





07/22/2004, EAST Version: 1.4.1 



U.S. Patent Oct. 26, 1993 sheet 4 of 4 5,257,264 



TOKEN 
RECEIVED 
(STEP 50) 



YES 



YES 





f 


IS TOKEN 
USABLE? 


1 


NO 



^80 



COMPLETING 
A RING 
INITLZN.? 



82 



NO 



IS TOKEN 
LATE? 



YES 



NO 



IS 

INITIATE- 
PURGE FLAG 
SET? 



84 
NO 



CLEAR 
INITIATE - 
PURGE FLAG 



90 



TRANSMIT 
TOKEN 



YES 



86 



BEGIN 
PURGING 
OPERATION 



GO TO 
STEP 50 
("NO" EXIT) 



-88 



*SEE FIG. 5 BELOW 
FOR EVENTS THAT 
SET AND EVENTS 
THAT CLEAR THE 
INITIATE-PURGE 
FLAG. 



FIG. 4 



EVENTS THAT CLEAR THE INITIATE -PURGE FLAG: 

I . TRANSMITTING THE TOKEN. 

2. THE RING'S BECOMING INOPERATIVE. 

EVENTS THAT SET THE INITIATE -PURGE FLAG: 

1. REPEATING OR RECEIVING A FRAME OTHER THAN AN ERROR-FREE 
PURGE MARKER FRAME. 

2. DETECTING A FORMAT ERROR. 

3. RECEIVING A FRAME FRAGMENT LONGER THAN A SELECTED LENGTH. 



FIG. 5 

07/22/2004, EAST Version: 1.4.1 



5,257,264 



AUTOMATICALLY DEACTIVATED NO-OWNER 
FRAME REMOVAL MECHANISM FOR TOKEN 
RING NETWORKS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation-in-part of patent 
application Sex. No. 07/558.961, filed Jul. 27, 1990, 
entitled "No-Owner Frame and Multiple Token Re- 
moval Mechanism for Token Ring Networks," which is 
a continuation-in-part of patent application Ser. No. 
07/400,072, filed Aug. 29, 1989, abandoned, having the 
same title. 

BACKGROUND OF THE INVENTION 
I. Field of the Invention 

The invention relates generally to the field of com- 
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transfer the token around the ring until it is again cap- 
tured by a station wishing to make a transmission. 

Network stations transmit and receive data in the 
form of frames. The frames contain, in addition to the 
data, addresses, an error detection sequence and status 
flags, for example, a flag indicating receipt of the frame 
by the intended receiving, or destination, station. The 
frame addresses identify the source station and destina- 
tion station or stations. 

Every station and every attached device is identified 
by a unique address. Thus each station has associated 
with it its unique station-address and the addresses of its 
attached devices The stations may also have other ad- 
dresses, for example, logical addresses, associated with 
them. A frame directed from a source station to a single 
destination station thus contains the address of the 
source station and, for example, the address of a specific 
device attached to the destination station. Each station 
may maintain a list of its associated addresses, such that 



puter networks comprising a plurality of stations which 20 the station receives the frames containing any one of its 



communicate data in a ring using a token-based proto- 
col and, more specifically, to a mechanism for removing 
extraneous or erroneous data or ring control informa- 
tion from the network. 

2. Description of the Prior Art 

A computer network enables various devices, such as 
processors, mass storage devices, and printers, to com- 
municate with each other over high speed communica- 
tion links. The devices are connected, that is, coupled, 



addresses. 

A destination station, in addition to repeating the 
frame to its succeeding station, copies the frame for use 
by the appropriate device(s) associated with the station. 
25 The destination station may also set the applicable status 
flags indicating receipt of the frame. 

When the frame has returned to the source station, 
the station, recognizing the frame as its own, for exam- 
ple, by recognizing the source address in the frame as its 



to the network, and thus transfer data to and from the 30 own, removes, or strips, the frame from the ring data 



40 



network through stations. The stations are intercon- 
nected by the communication links. 

One example of such a network is a Local Area Net- 
work (LAN). A LAN allows high-bandwidth commu- 
nication among devices within a limited geographic 35 
area. The communication links are typically composed 
of optical fibers, coaxial cable or twisted conductor 
pairs. 

LANs may be configured as rings, with network 
stations transmitting data in one direction around the 
ring. Thus, when a station transmits data onto the ring, 
the data travels around the ring from station to station, 
with each station receiving the data from the preceding 
station and repeating it to the succeeding station, until 4j ~"™ f ^^toi 
the data reaches the station that is to receive it. In a well 
known ring network the receiving, or destination, sta- 
tion also repeats the data to its downstream successor 
and the data thus continues around the ring to the origi- 
nating, or source, station. 

The stations operate in accordance with communica- 
tion protocols which facilitate the orderly transfer of 
data over the communication links. One type of com- 
munication protocol is a token ring system. Such sys- 
tems use a token, that is, a specific string of bits, to 55 
indicate that a transmitting station has completed its 
transmission. A succeeding station may then, following 
the dictates of the protocol, begin transmitting data 
upon receipt of the token. 



stream. After a transmission, the first frames received 
by the source station over the ring are the frames it 
transmitted, assuming proper operation of the stations 
on the ring. 

Frames may be altered by bit errors as they travel 
around the ring. The alteration may affect the source 
addresses in a number of frames, rendering them unrec- 
ognizable to the source stations The source stations will 
not then strip frames, and these frames will travel con- 
tinuously around the ring. Thus a station listed as a 
destination station will repeatedly receive and process 
the frames. The processing will ordinarily detect the 
duplication, but it does require the use of station re- 
sources that might conflict with or delay other opera- 



A similar situation occurs when a station which has 
transmitted frames onto the ring becomes inoperative 
before it strips the transmitted frames. These frames, 
like the frames with altered source addresses, continu- 
50 ously travel around the ring because none of the stations 
then operating on the ring recognize the frames as their 
own and strip them. Accordingly, these frames, the 
altered-address frames and any other frames continu- 
ously traversing the ring are commonly referred to as 
"no-owner" frames. These frames may cause processing 
backlogs in the destination stations because the stations 
must process them each time they are received. The 
no-owner frames often require frequent and fast pro- 
cessing because they return to the destination stations in 



In a token ring system a station may not transmit data 60 the time it takes the frames to traverse the ring, which 



over the ring unless it actually holds the token. Thus if 
a station has data to transmit around the ring, the station 
removes the token from the ring data stream, that is, the 
station "captures" the token when it is received from 
the preceding station. The capturing station then begins 65 
its data transmission. When the station is finished with 
the data transmission it retransmits the token, effec- 
tively releasing it. The succeeding stations thereafter 



is typically faster than frames are ordinarily received. 
Thus it is desirable to rid the ring of no-owner frames. 

A mechanism to purge no-owner frames from rings 
operating under the IEEE 802.5 standard protocol in- 
volves stripping all data from the ring, and then re-ini- 
tializing the ring. Re-initializing the ring causes it to 
perform all actions necessary to restart the ring and 
make it operational. For example, the initialization in- 
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eludes a claim token operation and the creation of a new 
token. The claim token operation involves an arbitra- 
tion process during which the winner of arbitration, 
also called the claim token winner, creates the new 
token. Ring re-initialization may take a considerable 
period of time and result in lost performance during this 
period. Thus, for performance considerations, ring re- 
initializations should be performed as infrequently as 
possible. 

To detect a no-owner frame, that is, to determine 
when a ring re-initialization is necessary, a station, re- 
ferred to in the IEEE 802.5 standard protocol as an 
Active Monitor, places a marker at the beginning of 
each frame it repeats over the ring- If the Active Moni- 
tor thereafter detects a frame containing a marker, indi- 
cating that the frame traveled completely around the 
ring without being stripped, it begins a purge operation 
which includes a ring re-initialization. The marker is not 
protected by the frame error detection sequence. Thus 
an error in the marker may either start a purging opera- 
tion unnecessarily or prevent one from occurring. 

A purge operation begins with the Active Monitor 
placing a purge frame on the ring and then stripping 
everything off the ring that it receives. The Active 
Monitor may transmit multiple purge frames or it may 
transmit idle frames to fill the ring while it continues 
stripping everything, including the token, from the ring. 
When the Active Monitor receives one of its purge 
frames, indicating that it has essentially filled the ring 
with the purge and idle frames, it re-initializes the ring 
and issues a new token. Thus each purge operation 
causes the loss of all data then on the ring. In contrast, 
the purge operation described and claimed in the cross- 
referenced applications minimizes the loss of data on the 
ring and does not require ring re-initialization or inter- 
ruption of ring operation. 

The purge operation described above may be used 
only with ring protocols which allow markers to be 
placed at the beginning of a frame, for example, the 
IEEE 802.5 protocol. Prior to the inventions described 
in the cross-referenced applications, protocols such as 
the ANSI Fiber Distributed Data Interface (FDD I) 
protocol, which do not allow frame markers at the start 
of frames, did not have any mechanism to handle no- 
owner frames. The mechanism of the present invention 
may be used with any token ring protocol and any 
frame format. 

Although the cross-referenced applications solve 
most of the problems relating to removal of no-owner 
frames from the network, there are two important as- 
pects of no-owner frame stripping that these applica- 
tions did not consider. First, when a token ring network 
is completely "idle," there is no need to purge no-owner 
frames, and in some cases it is disadvantageous to run a 
purging operation continually when the ring is idle. The 
purging operation requires the transmission of one or 
more void frames in each cycle, and the rate at which 
these void frames arc generated can be as high as 
333,000 frames per second. The term "idle ring" may be 
defined in various ways, as will be explained in more 
detail below. 

The second, and related problem is that it may not be 
desirable to run a purging operation when the ring is 
near fully loaded. As with the term "idle" the term 
"near fully loaded 1 ' may be defined in different ways, 
but the same principle applies in each case. As will be 
explained in the detailed description below, the trans- 
mission of void frames during the purging operation 
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uses a small fraction of the usable bandwidth of the ring. 
Moreover, if the ring is near fully loaded there is a 
higher probability that any no-owner frames will be 
stripped off without need for a purging station, by an- 
5 other station .that is currently holding the token in 
normal operation, and is stripping incoming data while 
it transmits. Therefore, there is a need for further im- 
provement in the purging of no-owner frames from 
token ring networks The present invention is directed 
10 to this end. 

SUMMARY OF THE INVENTION 

The present invention resides in a method and appa- 
ratus for purging unwanted no-owner frames from a 
1 5 token ring network, but automatically discontinuing the 
initiation of purge cycles if the network is deemed to be 
idle or if the network is deemed to be near fully loaded. 

Some preliminary definitions may help to clarify the 
summary that follows. First, a purge cycle is a set of 
20 operations that occurs in a purging station and serves to 
strip unwanted information from the network. A purge 
cycle begins after receipt of a token and if a decision is 
made to initiate purging. The purge cycle ends when 
the purging station receives one of its own error-free 
25 purge marker frames, or next receives a token, or de- 
tects ring re-initialization. A token cycle is defined as 
the elapsed time between two successive token detec- 
tions. A usable token is one received by a station that 
has one or more frames to transmit, at a time when the 
30 network protocols allow the station to transmit one or 
more of the outstanding frames. 

Briefly, and in general terms, the method of the in- 
vention comprises the steps of receiving information on 
the ring network; capturing from the ring network a 
35 token received in the receiving step; transmitting data 
frames, if any, onto the ring network after capturing the 
token; transmitting a predetermined number of purge 
marker frames onto the ring network after capturing the 
token and transmitting any data frames; and transmit- 
40 ting a token onto the ring network after the purge 
marker frames have been transmitted. Then the method 
includes determining whether to initiate a purge cycle; 
and initiating a purge cycle, if necessary, beginning 
when the received token is removed from the ring net- 
45 work and when the step of determining whether to 
initiate a purge cycle has concluded in the affirmative, 
and ending upon detection of a terminatepurge flag 
being set. During the purge cycle, all data frames and 
fragments of frames received by the receiving means 
50 are removed from the network. The method further 
includes the step of setting the terminate-purge flag, 
responsive in part to the detection of at least one purge 
marker frame received in the receiving step. The criti- 
cal step of determining whether to initiate a purge cycle 
55 includes determining if the ring network is not idle, 
wherein the purge cycle is initiated only when the ring 
network is not idle. 

Determining whether to initiate a purge cycle also 
preferably includes the step of determining if the ring 
60 network is near fully loaded. A purge cycle is not initi- 
ated if the ring network is near fully loaded. In the* 
preferred embodiment of the invention, determining if 
the ring network is near fully loaded is effected by 
detecting the late arrival of a token, which is indicative 
65 of a fully loaded token cycle. A token is said to be late 
if the token cycle is longer than some predetermined 
time interval, which is preferably the Target Token 
Rotation Timer (TTRT) time for the ring. 
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In the preferred implementation of the invention, an nFSrmPTTnN r>F thp PRFFFRRED 
idle ring is defined in terms of an idle token cycle. The DESCRIPTICW OF THE PREFERRED 
steps needed to determine if a purge cycle is to be initi- 
ated include determining if the received token is usable, 1. Operation of a Conventional Token Ring 
detecting completion of a ring initialization procedure, 5 With reference to FIG. 1. a token ring 10 includes a 
detecting receiving or repeating a frame other than an plurality of stations 11 A through 11F connected by 
error-free purge marker frame, detecting a frame Frag- communication links 12 A though 12F. The stations 11 
ment longer than a preselected length, or detecting a coup ie one or more devices 14A through 14F to the 
frame format error. 1Q ring. The devices 14 may be of diverse types, including 

In terms of apparatus, the purging station includes data processors, mass storage devices, telecommunica- 
receiving means for receiving information on the ring tions links, printers, and so forth, all of which may trans- 
network; token capturing means for removing from the mit information to, or receive information from, other 
ring network a token received by the receiving means; devices in the ring 10 over communication links 12. 
data frame transmitting means, for transmitting data 1; The stations 11 transmit information over the corn- 
frames, if any, onto the ring network; marker transmit- munication links 12 in the form of frames, the connec- 
ting means for transmitting a predetermined number of tion with FIG. 2. Communication between two stations 
purge. marker frames onto the ring network after cap- on the ring occurs when, for example, one station 11 ( 
turing the token; and token transmitting means for e.g., 11A) transmits a frame to another station 11 (eg., 
transmitting a token onto the ring network after the 20 HE). To accomplish this, the transmitting station HA 
purge marker frames have been transmitted. More im- transmits a signal comprising a bit stream forming the 
portantly, the station includes purging means, including frame to another station 11B (following the direction of 
means for determining whether to initiate a purge cycle the arrow) over the communication link 12 A intercon- 
based on the occurrence of selected conditions, wherein necting the two stations. The station 11B that receives a 
the purge cycle, if initiated, begins when the received 15 bit stream from the transmitting station HA repeats the 
token is removed from the ring network and ends when frame over the communication link 12B which inter- 
a terminate-purge flag is set, and wherein during the connects it and another station 11C. 
purge cycle the purging means removes all data frames Tins process is repeated by each of the other stations 
and fragments of frames received by the receiving HC-F until the frame is returned to the original trans- 
means. The apparatus further includes means for gener- 30 fitting station HA. Essentially, each of the stations 
ating the terminate-purge flag, responsive in pan to the receives a signal over a communication link 12 intercon- 
detection of at least one purge marker frame received necting it and a preceding station 11, and transmits a 
by the receiving means. The means for determining "S 1 * 1 over ™ oth " communication link 12 intercon- 
whether to initiate a purge cycle includes means for 35 nectin * " *"* a succeeding station 11. If a station 11 is 
determining when the ring network is not idle, wherein an intendcd recipient of the frame (e.g., HE), then m 
the purge cycle is initiated only when the ring network 4ddl V° n t0 , rc P cating thc fram f e J 0 " 5 dow ™ rcam sta " 
is not idle tl0n ' lt 0 retam& a C0 P V of tne frame for processing 

The apparatus may further include means for deter- by ° nc ° r morc of the f dc T ic " 14 conncct f d to 
mining when the ring network is near fully loaded; 40 ™* d «'™f on of whether a station 11 may rans- 

wherein the purge cycle is not initiated when the ring ra " a fram f 10 th < ™f 15 bascd on " hethcr thc S ? l ™ 

i ■ e ii i j j rx.x. • r .v. holds a token. A token is a special sequence of bits 

network ,s near fully loaded. Other variations of the wM ^ t ^ t „ . 

apparatus are poss,ble consistent w,th the various tfansmit it If statjon „ ncc 3 s to scnd a 

forms of the corresponding method described above ffamCj whcn ^ tokcn reaches { j( docs nQt |he 

It will be appreciated from the foregoing that the 45 token tfc torin lhc tokcri and bccoining its 

present invention represents a significant advance in the holder The station n then lransmits one or morc 

field of token nng networks In particular, the invention ffames Aft „ comp i e ti n g the transmission of the fra- 

provides for the automatic disabling of purging no- mc(s)) & t n rcsumcs transmission of the token 

owner frames from the network when it is idle, or when vound the ring in accordance with the ring protocol. 

it is nearly fully loaded. Other aspects and advantages 0thcr stations on thc ^ ^ thcn capturc the token 

of the invention will become apparent from the follow- transmit frames. 

ingmore detailed description, taken in conjunction with when a statioT1 H receives a frame which it origi- 

the accompanying drawings. Mt ed ( other than the token, it strips the frame from the 

BRIEF DESCRIPTION OF THE DRAWINGS 55 ™8 »«■ ™« s a fn ™ * transmitted around the ring, 

that is, repeated from station to station, only once. If the 

FIG. 1 depicts a functional block diagram of a con- originating station does not strip one of its frames, the 

ventional token ring network. f ram e will continue to circulate around the ring. This 

FIG. 2 is an illustration of a conventional information causes the intended destination station to receive the 
frame used in the network shown in FIG. 1. w frame over and over again. The time required for such 

FIG. 3 is a flow chart depicting the operation of a a frame to circulate around the ring is generally much 

station functioning as a purging station on a typical ring, shorter than the average rate at which new frames ar- 

in accordance with an illustrative embodiment of the rive at a destination station. Thus the destination station 

present invention. receives this circulating frame at a faster rate than it 

FIG. 4 is a flow chart expanding step 51 of the flow 65 ordinarily receives frames, and it must process these 

chart of FIG. 3. frames more quickly also. This results in additional 

FIG. 5 is a table listing the events that set and clear a station processing overhead and, possibly, station er- 

purge-initiate flag used in, FIG. 4. rors. 
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As noted above, information is transferred in the form - . . . . 

f - A . , , . , . . . . 2. The basic purging mechanism 
of frames, the structure of which is shown in FIG. 2. 

With reference to FIG. 2, a frame 40 is divided into Two principal embodiments of the purging mecha- 
several fields. The start of a frame is denoted by a pre- nism were disclosed in the cross-referenced applica- 
amble field 41A and a start frame delimiter field 41B 5 tons. One embodiment uses purge marker frames with- 
which further denotes the beginning of the portion of out sequence numbers and the other uses purge marker 
the frame containing the frame information. These frames with sequence numbers. As wUl shortly become 
fields axe generally referred to as a start-of-frame se- apparent the improvements of the present invention are 
quence 41 equally applicable to both embodiments. However, for 
Immediately following the start-of-frame sequence 41 10 brcvit y onl y ^P 1 " embodiment, in which se- 
ts a frame control field 42 detailing whether the bit S uence »™be« arenot used, is illustrated in this speci- 
stream is a token or a frame and, if it is a frame, what ^cation. The nng purging operation of the present in- 
type of frame it is. The possible types of frames include, veDUOn 15 Permed by one or more stations which are 
^example, data framestframes used to send a message f^?* " ™f P^f* stat *° ns ™ 8 " ^ 
from one P station to anotier), claim token frames, bel 15 Preferably omy one s^onisetected ««F«W 
con frames, purge marker frames, and void frames s ? tl0n * m a "* rdan » ™* * e procedures described in 
w» iuuuo, fui K c ««u*« njuiica, aiiu voioii*uu» tfae cross-referenced applications. The present invention 
(which may be used as purge marker frames). The next . concerned with *S c ring purger Section process, 
two fields are address fields 43A-B, namely, a destina- which thcrcforc ^ not ^ described, 
tion address field DA 43A whose contents identify the 2Q When a sm{Qn js functionin M a ur ^ stationt it is 
intended recipient(s) of the frame and a source address M to u in the mode on .. $tat( ^ otherwise, it is 
field SA 43B whose contents identify the source stauon. in thc ., purge modc off . statc E^v^iy, th e sta . 
The information field 44 follows the address field 43, Uon . s purge mode h ^ t0 be » on » or « ofT) .. respec . 
and is in turn followed by a frame check sequence field tivcly> A $tation per f orms t h e purging process de- 
45 containing an error detection sequence used by the 25 bribed below only while it is in the "purge mode on" 
receiving stations to detect errors in any of the frame statc . 

control field 42, the address fields 43 and the infonna- prior to this invention, a purging station would per- 
son field 44. form purging operations during normal operation of the 

The end of the frame is denoted by an end-of-frame ring, i.e., whenever there is a token circulating on the 

sequence 46. Thc sequence 46 includes an end delimiter 30 ring and the ring is not undergoing initialization. In 

field 46A, which defines the end of a frame, and a frame accordance with the invention, a purge cycle is not 

status flag field 46B containing a set of status flags. The initiated if the ring is idle, that is if it contains essentially 

status flags are conditioned by stations including the only a circulating token and possibly some relatively 

source station to provide status information to the desti- short frame fragments. In a related aspect of the inven- 

nation and source station. This information may in- 35 tion, a purge cycle is not initiated if the ring is heavily 

elude, for example, whether the frame was copied by loaded. How these two improvements are implemented 

the intended destination station(s), whether any errors can best be understood if the basic purging mechanism, 

have been detected, and so forth. without the improvements, is first explained. 

If a station 11 recognizes the contents of the frame The purging stations discussed below transmit, re- 
destination address field 43A as one of its own ad- 40 ceive > a* 10 " stri P frames and tokens using conventional 

dresses, that is, either its station-address or one of its circuitry. Each station performs these tasks following 

other associated addresses, it copies the frame for pro- operating protocol of the ring For example, a station 

cessing by its attached device(s) 14. It also repeats the on 8 rin S lowing the ANSI FDD I protocol includes 

frame to the next station in the ring as set forth above. circuitry to transmit, receive and strip frames and to- 

When a frame returns to its source station, the station 45 k 4 cns according to the ANSI FDDI Token Ring Media 
recognizes the contents of the frame source address ^ 0 C «" C ? mrol (MAC) s P ec,flca " ori ANSI X3.139- 
field 43B as its own address, and strips (removes) the ! 987 ' Dunn « a P u , r * c OP^' 1011 ' the slat,on * Pu- 
rest of the frame from the ring. When a frame is thus form conventional stripping operations and strip re- 
stripped, the start-of-frame sequence 41, the frame con- ™£J™^£m!ZV™ t~ 
trol field 42 and part of the address fields 43 remain. 50 Stnp *" mfonnat,on from * e nn 8 * d,s ' 
These fragments are ignored by the stations on the ring " An „ ^ in nG . 3 ^ the ring is 
because they do not form a complete frame. They are ^ u fl ^ H Qf whjch ^ ^ 
stripped from the nng when they encounter a station in h ^ ^ ^ ^ nee£jed |Q a 
the act of transmitting or a purging stauon. „ numbcr of vdd f nccdcd as of the ^ 

If the source address field 43B is altered due to errors opcrationt plus ^ t time nee ded to transmit a token. To 
as the frame travels around the nng, the source stauon accommodate a configuration in which the ring were 
may not recognize the frame as its own. Thus the source $malIer ^an ^ h wouW require a more complex flow- 
station will not strip it. The frame then travels around chart( which would unn ecessarily complicate this de- 
the nng, as a no-owner frame, requiring duplicative w scription. However, the mechanism of the invention 
processing by the stations listed as destination stations. w m operate in a ring of any size. 
Similarly, if a source station becomes inoperative after As shown in FIG. 3, a purging station begins a purge 
transmitting frames, the frames are not recognized by operation, or purge cycle, when it receives a token, as 
any operating stations and thus the frames are not detected in step 50. If a token is not detected, purging is 
stripped. These frames also travel around the ring as 65 not initiated and step 50 is repeated. If a token is de- 
no-owner frames requiring duplicative processing. To tected, step 51 determines whether purging should be 
avoid such duplicative processing, a ring purging mech- initiated after detection of a token. If it is determined in 
anism is utilized. step 51, as detailed in FIG. 4, that purging should not be 
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initiated, step 50 b repeated. If a token is received and a duplicate token had been detected, as described m the 
step 51 determines thai purging should be initiated, a cross-referenced applications. Apart from these differ- 
purge cycle is initiated. As indicated at 53, during the ences, the purging mechanism proceeds in the same 
purge cycle three activities proceed concurrently- re- manner as shown in FIG. 3. As mentioned earlier, the 
ceiving activities, transmitting activities and stripping 5 improvement with which the present invention is con- 
activities, cerned operates either with or without sequence num- 

When the purging station enters the purge cycle, it bers in the purge marker frames, 
begins to strip all frames and information received from 

the ring, as indicated in step 54. The purging station 3 - Automatic Deactivation of Purge Cycle Initiation: 
continually checks to see whether the purge cycle 10 When the ring is idle, that is, when nothing should be 
should be ended, as in step 55, and if so determines in circulating on the ring but a single token and possibly 
step 56 whether the purge cycle was ended as a result of one 0 r more short fragments, there is no need for the 
detecting a token. As will be described shortly with purging station to initiate a purge cycle every time the 
reference to the receiving activities, detection of a token ^ detected. The purge cycle requires the trans- 
is one of three events that can terminate the purge cy- 15 mission of one or more purgc markcr framcs m ^ 
cle. If this is the case, the station returns to step 51 to cycle . framcs u specifically designated 
determine if another purge cycle should be initiated. If purge marker frames or> prefcrab i yf V oid frames may be 
the purge cycle was terminated for other reasons, the uscd „ purge franics ; ^ ratc at which thcse 
next action of the purging station is to perform step 50 void framcs m gcncrated can be as high as 333,000 
again to wait for detection of another token wmcb 20 framcs xmAm ^ an idJc ^ ^ese framcs arc 
signals the possible start of another purging cycle. transin i U ed using the excess bandwidth capacity of the 

The transmuting activities of the purging stat.on dur- ^ md ^ fl0 bandwidth loss for sUtion . £vcn on 

ing the purge cycle include transmitting, in sequence, (0 , neflr . ful , loade<J n the effcct on usablc band width 

anydata frames it has to transmit as indicated in step 66, Qn about * worsl Since ANSI FDD I 

(u) one or more purge marker frames as indicated in 25 ,^ c y Stawtan| cxp i icit|y inhibits thc tion of void 

step 68, and (m) the token as indicated in step 70. The be thought that the unwanted circula- 

purge marker frames, which are preferably void frames, 1 . , ? * . ... # 

Uniquely identify the purging station as the source, so " on of v °' d fram « on an otherwise idle nng could not 

that they may be recognized by the purging station ^™ ch ^T' ^T"' V \ 1 f / °I 

when they are received but are ignored by other sta- 30 FDDI use do not adhere closely to the standard, and 

tions in the ring. They arc the principal mechanism are scnousl > r f d ■fversely affected by the high rate of 

employed by the purging station to end the purge cycle. occurrence of void frames when the ring is otherwise 

The receiving activities of the purging station include ^le Thus, although the operations of the nng purgmg 

checking for receipt of a token (step 57), which is one of mechanism benefit the nng s operation, by stnpping the 

three possible events that will end thc purge cycle. 35 nn « of no-owner frames and frame fragments, the 

First, the detection of a token in step 57 means that, if mechanism may also have an adverse effect on nng 

only one token is circulating, thc purge marker frames operation, especially if multiple equipment vendors arc 

have returned to the purging station undetected, and involved. The present invention provides for autoraati- 

the purge cycle should be ended. The existence of mul- ^ rin 8 P ur S in B operations, or more pre- 

tiple tokens is another possibility and this subject was 40 a*^. not initiating further purge cycles, when the nng 

discussed in cross-referenced application Scr. No. i$ detected as being idle. More precisely, the invention 

07/558,961. For present purposes it is assumed that detects an "idle token cycle." A token cycle is the time 

there is only one circulating token If the purging station between the receipt of successive tokens at a given 

has received a frame indicating a ring re-initialization P° mt 111 thc 5uch M thc Purging station. An idle 

(step 5«), or if the purging station has received one of its 45 token cycle is one having a length equal to the actual 

own error-free purge marker frames (step 60), the purge ring latency. In the invention as presently implemented, 

cycle will be ended (step 62). Otherwise, receiver pro- the detection of an idle token cycle with no no-owner 

cessing continues with step 57 again, until such time that frames or long fragments results in not initiating a purge 

a token is received, or one of the purging station's own cycle. The detection of a no-owner frame or a long 

purge marker frames is received, or the ring is re-initial- 50 fragment in an idle token cycle results in the initiation of 

iied. a purge cycle. 

A preferred embodiment of the purging mechanism Another aspect of the invention involves the ability 

uses purge marker frames with sequence numbers that to automatically deactivate the purging mechanism 

associate each purge marker frame with a particular when the ring is near fully loaded, or, more precisely, 

purge cycle. Basically, this embodiment involves two 55 when the token cycle is fully loaded. If a token cycle is 

additional steps to those shown in FIG. 3. When trans- longer than twice the ring latency, then any no-owner 

raining, the purger station increments a purge marker frames and fragments that may have been present on the 

frame counter prior to transmitting its purge marker ring prior to the token cycle are guaranteed to have 

frames, and includes the new value of the counter in the been removed, during the token cycle. Furthermore, 

purge marker frames. A preferred approach is to use a 60 the Target Token Rotation Timer (TTRT) time for the 

binary counter for the purge marker frame counter, ring is guaranteed to be longer than twice the ring la- 

with a count value of one or zero. The other additional tency . Therefore, if a token cycle is longer than the 

step is to check the sequence number when receiving a TTRT time, then no-owner frames and fragments that 

purge marker frame, in step 60. If the sequence number may have been present on the ring prior to the begin- 

of the received purge marker frame is correct, the purge 65 ning of the token cycle are removed. For purposes of 

cycle is ended normally. If it is incorrect, this is an this invention, if a token cycle is equal to or longer than 

indication that there is more than one token circulating a TTRT time, the token is said to be late and the token 

on the ring, and the error is treated the same way as if cycle is said to be fully loaded. 
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When the token cycle is fully loaded, there is no need late or if the initiate-purge flag was not set). The initiate 
to perform a purge cycle because any no-owner frames purge flag is cleared on sending a token, either in step 90 
that are circulating on the ring are guaranteed to be or in step 70 of FIG. 3, and is also cleared if the ring is 
removed. This is because, as the ring becomes more detected as becoming inoperative. Certain other condi- 
fully loaded, it is increasingly likely that a no-owner 5 tions, if detected, set the initiate-purge flag during the 
frame will arrive at a transmitter that is still holding the ensuing token cycle. Specifically, the flag is set when 
token. In normal operation under the ring protocols, a the purging station; (1) repeats or receives a frame other 
frame that arrives at a station that is in the act of trans- than an error-free purge marker frame, (2) detects a 
mining data, while holding the token, will be stripped format error, or (3) receives a frame fragment longer 
automatically. If purge cycles are continually initiated 10 than a selected length, such as seventeen bytes, 
in this circumstance, the time needed to transmit two or If the purging station receives or repeats a frame 
more purge marker frames must be included in the alio- other than one of its own error-free purge marker 
cated synchronous bandwidth of the ring. The advan- frames, this indicates that more than simply a token and 
tage of deactivating the purge cycle automatically void frames are circulating on the ring. Therefore, 
when the token cycle is fully loaded is that the usable 15 purge cycles should continue to be initiated. Similarly, 
bandwidth on the ring is not lost. If the purge cycle is detection of a frame formal error, or of a frame frag- 
enabled on every token rotation on a near fully loaded ment greater than a predetermined length (e.g., seven- 
ring, in the worst case about 0.22% of the bandwidth teen bytes in length), indicates that purge cycles should 
usable by stations is lost due to the presence of purge continue to be initiated. 

marker frames. Since the token cycle is fully loaded, 20 Two other conditions cause the subsequent initiation 
no-owner frames arriving at a transmitting station that is of a purge cycle: the receipt of a usable token and the 
currently holding the token will be stripped. As a result, detection of ring initialization completion. However, in 
there is no need for a purger to be active during these the implementation illustrated, these conditions do not 
periods. Because of the reduced criticaliiy of having a set the initiate-purge flag. Instead, they are detected in 
purger active, and the resulting performance benefit, 25 steps 80 and 82 and cause immediate initiation of the 
we include a mechanism to disable the initiation of a purge cycle, regardless of whether or not the token is 
purge cycle on ring in which the token cycle is fully late. 

loaded. It will be appreciated from the foregoing that the 

Implementation of both the described new features present invention provides a further significant advance 
make use of a flag referred to as the initiatepurge flag. A 30 in the field of token ring networks. In particular, the 
new purge cycle will be initiated only if the initiate- invention enhances operation of a station selected to 
purge flag is set. The occurrence of various events clear purge unwanted no-owner frames from the ring. The 
the flag, and the occurrence of various other events set selected station automatically discontinues the initiation 
the flag, as indicated in FIGS. 4 and 5. of purge cycles in the event that the ring is free of no- 

When a token is received, as detected in step 50 (FIG. 35 owner frames or long fragments, or in the event that the 
3), the first question posed is whether the token is "us- ring is near fully loaded. It will also be appreciated that, 
able." A usable token is one received by a station that although an embodiment of the invention has been de- 
has one or more frames to transmit, at a time when the scribed in detail for purposes of illustration, various 
network protocols allow the station to transmit one or modifications may be made without departing from the 
more of the outstanding frames. A more specific defini- 40 spirit and scope of the invention. Accordingly, the in- 
tion of a usable token can be found by reference to the vention is not to be limited except as by the appended 
appropriate standards document, such as the ANSI claims. 
FDDI MAC standard if the network is an FDD1 ring. We claim: 

If the token is usable, as determined in step 80, the purg- 1. A station for purging no-owner frames from a 

ing station will begin a purge cycle, as indicated by the 45 token ring network, comprising: 

concurrent paths 53 in FIG. 3. receiving means for receiving information on the ring 

If the token is not usable, step 82 determines whether network; 
the network is completing ring re-initialization. If so, a token capturing means for removing from the ring 
purge cycle is also initiated. If not, step 84 determines network a token received by the receiving means; 

whether the received token was late arriving. If the 50 data frame transmitting means, for transmitting data 
token was not late, the final check, in step 86, is to frames, if any, onto the ring network; 

determine whether the initiate-purge flag is set. If the marker transmitting means for transmitting a prede- 
flag is set, this indicates that, for purposes of ring purg- termined number of purge marker frames onto the 

ing, the ring is not considered to be idle and a purge ring network after capturing the token; 

cycle should be initiated. 55 token transmitting means for transmitting a token 

If the token is detected as being late, in step 84, the onto the ring network after the purge marker 

initiate-purge flag is cleared, in step 88, and a token is frames have been transmitted; 

transmitted, as indicated in step 90. A late token indi- purging means, including means for determining 
cates a near fully loaded ring, a condition in which no whether to initiate a purge cycle based on the oc- 

further purge cycles will be initiated until the condition 60 currence of selected conditions, wherein the purge 
changes. In the presently preferred embodiment of the cycle, if initiated, begins when the received token is 

invention, a token is late of the token cycle is longer removed from the ring network and ends when a 

than a TTRT time. If the token is not late, as determined terminate-purge flag is set, and wherein during the 

in step 84, and if the initiate-purge flag is not set, as purge cycle the purging means removes all data 

determined in step 86, a token is transmitted (step 90). 65 frames and fragments of frames received by the 

The effect of the steps shown in FIG. 4 is either to receiving means; and 

initiate a new purge cycle, or to transmit a token and means for generating the terminate-purge flag, re- 
not initiate a new purge cycle (if the received token was sponsive in part to the detection of at least one 
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purge marker frame received by the receiving 
means; 

and wherein the means for determining whether to 
initiate a purge cycle includes means for determin- 
ing when the ring network is not idle, wherein the 5 
purge cycle is initiated only when the ring network 
is not idle. 

2. A station as defmed in claim 1, wherein the means 
for determining whether to initiate a purge cycle fur- 
ther includes: 10 

means for determining when the ring network is near 
folly loaded; wherein the purge cycle is not initi- 
ated when the ring network is near fully loaded. 

3. A station as defined in claim 2, wherein the means 
for determining when the ring network is near , fully 15 
loaded includes means for detecting the late arrival of a 
token, which is indicative of a fully loaded token cycle. 

4. A station as defined in claim 3, wherein the means 
for detecting the late arrival of a token deems a token to 
be late if the token cycle is longer than a predetermined 20 
time interval. 

5. A station as defined in claim 4, wherein the prede- 
termined time interval is greater than or equal to a Tar- 
get Token Rotation Timer (TTRT) time for the ring. 

6. A station as defined in claim 2, wherein the means 25 
for determining when the ring network is near fully 
loaded includes means for measuring the token cycle 
between two successively received tokens, wherein the 
ring network is considered near fully loaded when the 
token cycle is greater than or equal to twice the latency 30 
of the ring. 

7. A station as defined in claim wherein the means for 
determining whether to initiate a purge cycle includes: 

means for determining if the received token is usable. 

8. A station as defined in claim 1, wherein the means 35 
for determining whether to initiate a purge cycle in- 
cludes: 

means for detecting completion of a ring initialization 
procedure. 

9. A station as defined in claim wherein the means for 40 
determining whether to initiate a purge cycle includes: 

means for detecting receiving or repeating a frame 
other than an error-free purge marker frame. 

10. A station as defined in claim 1, wherein the means 
for determining whether to initiate a purge cycle in- 45 
eludes: 

means for detecting a frame fragment longer than a 
preselected length. 

11. A station as defmed in claim 1, wherein the means 



means for setting the initiate-purge flag upon receipt 
of a frame fragment longer than a preselected 
length. 

14. For use in a station for purging non-owner frames 
from a token ring network, a method comprising the 
steps of: 

receiving information on the ring network; 

capturing from the ring network a token received in 
the receiving step; 

transmitting data frames, if any, onto the ring net- 
work after capturing the token; 

transmitting a predetermined number of purge 
marker frames onto the ring network after captur- 
ing the token and transmitting any data frames; 

transmitting a token onto the ring network after the 
purge marker frames have been transmitted; 

determining whether to initiate a purge cycle; 

initiating a purge cycle, if necessary, beginning when 
the received token is removed from the ring net- 
work and when the step of determining whether to 
initiate a purge cycle has concluded in the affirma- 
tive, and ending upon detection of a terminate- 
purge flag, wherein during the purge cycle all data 
frames and fragments of frames received by the 
receiving means are removed from the network; 
and 

setting the terminate-purge flag, responsive in pan to 
the detection of at least one purge marker frame 
received in the receiving step; 

and wherein the step of determining whether to initi- 
ate a purge cycle includes determining if the ring 
network is not idle, wherein the purge cycle is 
initiated only when the ring network is not idle. 

15. A method as defined in claim 14, wherein the step 
of determining , whether to initiate a purge cycle in- 
cludes: 

determining if the ring network is near fully loaded, 
wherein a purge cycle is not initiated if the ring 
network is near fully loaded. 

16. A method as defined in claim 15, wherein the step 
of determining if the ring network is near fully loaded 
includes detecting the late arrival of a token, which is 
indicative of a fully loaded token cycle. 

17. A method as defined in claim 16, wherein the step 
of detecting the late arrival of a token deems a token to 
be late if the token cycle is longer than a predetermined 
time interval. 

18. A method as defined in claim 17, wherein the 



for determining whether to initiate a purge cycle in- 50 ,\ , . , , . * . . 

eludes* predetermined time interval is greater than or equal to a 

means for detecting a frame format error. 



12. A station as defined in claim 1, wherein the means 
for determining whether to initiate a purge cycle in- 
cludes: 55 

an initiate-purge flag; 

means for clearing the initiate-purge flag when a 

token is transmitted by the station; and 
means for setting the initiate-purge flag when the 

receiving means detects a condition indicative of a 60 

need to initiate a purge cycle. 

13. A station as defined in claim 12, wherein the 
means for setting the initiate-purge flag includes: 

means for setting the initiate-purge flag upon receipt 



Target Token Rotation Timer (TTRT) time for the 
ring. 

19. A method as defined in claim 15, wherein the step 
of determining when the ring network is near fully 
loaded includes measuring the token cycle between two 
successively received tokens, wherein the ring network 
is considered near fully loaded when the token cycle is 
greater than or equal to twice the latency of the ring. 

20. A method as defmed in claim 14, wherein the step 
of determining whether to initiate a purge cycle in- 
cludes: 

determining if the received token is usable. 



21. A method as defined in claim 14, wherein the step 
of a frame other than an error-free purge marker 65 of determining whether to initiate a purge cycle in- 
frame; eludes: 
means for setting the initiate-purge flag upon detec- detecting completion of a ring initialization proce- 
tion of a formal error; and dure. 



07/22/2004, EAST Version: 1.4.1 



15 



5,257,264 



16 



10 



22. A method as defined in claim 14, wherein the step 
of determining whether to initiate a purge cycle in- 
cludes: 

detecting receiving or repeating a frame other than an 5 
error-free purge marker frame, 

23. A method as defined in claim 14, wherein the step 
of determining whether to initiate a purge cycle in- 
cludes: 

detecting a frame fragment longer than a preselected 
length. 

24. A method as defined in claim 14, wherein the step 15 
of determining whether to initiate a purge cycle in- 
cludes: 

detecting a frame format error. 

20 



25. A method as defined in claim 14, wherein the step 
of determining whether to initiate a purge cycle in- 
cludes: 

clearing an initiate-purge flag when a token is trans- 
mitted by the station, at the start of a token cycle; 

monitoring the ring network for the occurrence of a 
condition indicative of the need to initiate a purge 
cycle; and 

setting the initiate-purge flag when the receiving 
means upon detection of a condition indicative of 
the need to initiate a purge cycle. 

26. A method as defined in claim 25, wherein the step 
of monitoring the ring network includes: 

checking for the receipt of a frame other than an 

error-free purge marker frame; 
checking for the occurrence of a format error; and 
checking, for the arrival of a frame fragment longer 

than a preselected length. 
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